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ACTION FBOE-OO 

INFO OCT-01 ARA-10 ISO-OO A-01 SY-05 ABF-01 /018W 

121566 

P R 102000Z JUN 75 
FM AMEMBASSY NASSAU 
TO SECSTATE WASHDC PRIORITY 6802 
INFO AMEMBASSY SANTO DOMINGO 

UNCLAS NASSAU 930 

E. O. 11652: N/A 
TAGS: ASEC ABLD 

SUBJ: SECURITY REQUIREMENTS, NEW ER, CHANCERY 
REF: NASSAU 831 

STEVENS/GRZYBEK CONVERSATIONS AT FBO 5/21/75 
STEVENS/VARROS TELECON OF 5/30/75 

STATE FOR A/SY/FO/ARA AND A/FBO; SANTO DOMINGO FOR RSO 

1. RSO, WHO PRESENTLY AT POST, HAS REVIEWED SECURITY REQUIRE- 
MENTS FOR NEW ER OUTLINED REFTEL AND STATUS OF CHANCERY SE- 
CURITY RECOMMENDATIONS WITH PSO AND AMBASSADOR WEISS. 

2. RSO CONCURS RECOMMENDATIONS REFTEL FOR NEW ER WITH FOLLOW- 
ING ADDITIONS/EXCEPTIONS: 

A) FRONT ROCK WALL SHOULD BE RAISED (OR REPLACED IF RAISING 
NOT POSSIBLE) TO APPROX EIGHT FEET IN HEIGHT. TOP SHOULD BE 
CONSTRUCTED WITH EITHER EMBEDDED BROKEN GLASS OR A SHORT 
GR III .WORK (EMBASSY PREFERS LATTER). THIS WOULD ELIMINATE 
REQUIREMENT FOR CHAIN LINK FENCE BEHIND FRONT (SOUTHERN) 

WALT. DESCRIBED REFTEL. 

B) AS PER REFTEL, GARDEN LIGHTING SHOULD BE AUGMENTED WITH 
PARTICULAR EMPHASIS ON LIGHTING AT EQUALLY SPACED POINTS ON 
FRONT WALL TO ILLUMINATE INSIDE OF WALL AT NIGHT. 

D) A GATE GUARD SHOULD BE PROVIDED (EITHER DIRECT-HIRE OR 
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CONTRACT) AND BE ON DUTY 24 HOURS DAILY. IF FUNDING FOR THIS 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 06 JUL 2006 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 06 JUL 2006 


NOT POSSIBLE, AN ELECTRIC GATE OPENER SHOULD BE INSTALLED 
WHICH COULD BE ACTIVATED FROM INSIDE COM VEHICLE. EITHER 
WOULD PRECLUDE COM FROM HAVING TO WAIT OUTSIDE FRONT GATE IN 
CAR WHILE DRIVER OPENS GATE. 

D) RSO AND EMBASSY HAVE AGREED ON LOCATION OF GENERATOR SHED/ 
POLICE GUARD POST. 

E) CHAIN LINK FENCE SHOULD BE INSTALLED AS PER REFTEL EXCEPT 
THAT HEIGHT AT EASTERN AND WESTERN BOUNDARIES SHOULD BE TEN 
FEET EXCEPT WHERE SLOPING TERRAIN REQUIRES ADDITIONAL HEIGHT. 
INASMUCH AS EASTERN BOUNDARY OF ER IS ONLY THIRTY FEET FROM 
UNDEVELOPED PROPERTY OWNED BY USG, RSO RECOMMENDS FINCE BE 
PLACED SIXTY TO NINETY FEET INSIDE UNDEVELOPED PROPERTY TO 
PRECLUDE PROXIMITY ACCESS BY UNAUTHORIZED PERSONNEL. 

F) GROUND FLOOR SHUTTERS WHICH CAN BE CLOSED AND LOCKED SHOULD 
BE PROVIDED FOR ALL WINDOWS AND DOORS ON GROUND FLOOR. 

G) HOLLOW STEEL DOOR OR STEEL LINED DOOR OR SOLID WOOD DOOR 
SHOULD BE PLACED AT ALL OPENINGS TO THE AMBASSADOR'S BEDROOM 
AND BE PROVIDED WITH SECURITY LOCKS. 

H) ADEQUATE SECURITY LOCKS SHOULD BE PROVIDED ON EXTERIOR 
DOORS AS REQUIRED. 

I) AUGMENTED LIGHTING, LOCKS AND DOOR ALARM SYSTEMS SHOULD 
BE PROVIDED FOR ALL DOORS FOR POOL HOUSE AND GAZEBO. 

J) RSO WILL REQUEST APPROPRIATE LOCKS FROM SY/T. 

3. CHANCERY SECURITY IMPROVEMENTS IMPLEMENTED WITH FOLLOWING 
EXCEPTIONS WHICH REQUIRE FUNDING AND/OR TECHNICAL ASSISTANCE 
FROM DEPARTMENT. 

A) MSG DESK - PLANS TO BE FORWARDED TO POST SOONEST BY SY/T. 

B) BULLET-PROOF GLASS DOOR AND ELECTRONIC LATCH FOR SECOND 
FLOOR ENTRANCE - PROPOSAL FOR LOCAL INSTALLATION HAS BEEN FOR- 
WARDED TO SY/T. 
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C) PROTECTIVE GRILLWORK FOR EXTERIOR WINDOWS - EMBASSY HAS 
SOLICITED BIDS PER SY SPECIFICATIONS AND WILL FORWARD NLT 
JUNE 16. 

D) CLOSED-CIRCUIT TV AND AUGMENTED EXTERIOR LIGHTING - EMBASSY 
AWAITING CCTV EQUIPMENT AND INSTALLATION BY DEPT. 
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E) STAND-BY GENERATOR FOR CHANCERY - EMBASSY AWAITING DEPART- 
MENT'S RESPONSE RE RSO RECOMMENDATIONS FOR EMERGENCY GENER- 
ATOR, VAULTING, AND C&R AREA REVISIONS. 

4. EMBASSY REQUESTS THAT SY AND FBO COORDINATE RE SECURITY 
RECOMMENDATIONS FOR NEW ER AS OUTLINED ABOVE AND PROVIDE NEC- 
ESSARY FUNDING FOR THEIR INCLUSION PHASE II ER RENOVATIONS. 

EMBASSY IS SOLICITING BIDS FOR ALL EXCEPT AUTOMATIC GATE 
OPENER WHICH NOT AVAILABLE LOCALLY. EMBASSY ALSO REQUESTS 
DEPARTMENT EXPEDITE TECHNICAL ASSISTANCE AND APPROVAL FOR 
CHANCERY SECURITY RECOMMENDATIONS NOT YET IMPLEMENTED. 

WEISS 


UNCLASSIFIED 
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